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Remerciements

A l'image de 'ANSSI, les

Papiers numériques puisent leur
identité et leur singularité dans
l'influence réciproque qui s'exerce
entre l'agence et ses partenaires.
Pour étre au plus prés de ce

qu'est ’ANSSI, un comité de
rédaction composé de huit agents

a accompagné la réalisation de

la revue, de la définition des sujets

a la validation des contenus en passant
par la recherche documentaire.

Un élan interne qui passe également
par de nombreux partages
d'expérience. Pour la qualité de
leurs contributions, leur enthousiasme
et leur disponibilité, nous remercions
chaleureusement nos collégues pour
leur participation a ce numéro!

Les Papiers numériques sont

aussi un micro tendu vers nos
partenaires car les enjeux de
cybersécurité ne s'appréhendent
correctement qu'a la lumiére

de plusieurs éclairages.

Pour la richesse de notre collaboration,
leur engagement et leur générosité,
merci a toutes celles et ceux qui
ont accepté de joindre leur voix

a la ndtre pour ce numéro:

Alice Chérif, Julien Chiaroni,
Laurence Haguenauer,

Claudie Haigneré, Hugo Horiot,
William Lecat, Sadd Kadhi,

David Pointcheval,

Valérie Peneau, Bruno Sportisse,
Michel Van Den Berghe,

Henri Verdier et Patricia Zorko.
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Vision(s)

Le positionnement interministériel
de 'ANSSI aupres du SGDSN

est au coeur du modele francais
de cyberdéfense. A la téte des
deux instances, Claire Landais

et Guillaume Poupard nous offrent
leur vision de I'agence.

CLAIRE LANDAIS
Secrétaire générale de la défense
et de la sécurité nationale

GUILLAUME POUPARD
Directeur général
de '’ANSSI

En 2019, ’ANSSI fétait
ses dix ans: ¢a vous
inspire quoi?

CLAIRE LANDAIS:
LANSSI est née d’'une ambition:
faire entrer la cybersécurité

au cceur des enjeux de sécurité
nationale. Depuis sa création et
face a I'’évolution de la menace,
elle n'a jamais cessé d’innover
et de convaincre pour assoir
son rdle. Chaque brique posée

a conduit '’ANSSI a ce quelle
est aujourd’hui : l'actrice
opérationnelle de référence,

un péle d’expertise reconnu et
plus que jamais, une véritable
animatrice de la communauté
de la cybersécurité. Il faut dire
gu'elle a été brillamment servie
par des équipes remarquables
et visionnaires, qui ont su la
conduire dans la bonne direction.

GUILLAUME POUPARD:
Dix ans... que de changements
en si peu de temps! Evolution
des usages, de la menace, de

la prise en compte du risque,

de nos capacités techniques et
opérationnelles, etc. Dix ans
pendant lesquels ’ANSSI a bati
avec ses nombreux partenaires
un édifice robuste permettant

de mieux prévenir le risque, de
détecter les attaques, d'aider les
victimes, de fagonner les systemes

les plus sensibles tout comme
notre comportement quotidien
pour une prise en compte au
juste niveau de la sécurité
numérique. Que de chemin
parcouru... mais nous ne sommes
gu’au début de l'aventure!

Est souvent rappelée
I'importance de conserver
I’ame de lI'agence : mais
comment la définiriez-vous?

C.L.: Je constate, avec chaque
interlocuteur, & quel point
I’ANSSI rayonne. Reconnue,
entendue, elle parvient a fédérer
une impressionnante variété
d’acteurs. Et a raison! Si elle

est écoutée, c’est quelle a su
démontrer l'objectivité de son
expertise technique. Je crois aussi
gue '’ANSSI constitue un exemple
par son identité particuliére, a la
confluence de plusieurs cultures
et de plusieurs générations. C'est
aussi sans doute en partie ce qui
fonde ses valeurs.

G.P.: Lagence est un OVNI
administratif et c’est sa force.
Nos autorités ont rendu possible
la création d’une entité capable
d’agir sur tous les fronts:
réglementaire, technique,
opérationnel, stratégique. Cette
intégration de compétences

variées et de haut niveau nous
permet de développer une
politique cohérente et e cace,
au profit de nos bénéficiaires.
Mais la croissance de I'agence
ne doit pas faire disparaitre
I'esprit d’équipe, la cohésion,
I'exigence permanente qui
prévalent depuis l'origine.
Nous résumons cela dans nos
valeurs — ouverture, agilité,
compétence — mais au-dela c’est
un véritable esprit de corps

qui lie I'ensemble des agents.

En quoi '’ANSSI et le SGDSN
partagent-ils une culture
commune? Et des cultures
distinctes?

C.L.: Au sein d’'une maison
dont les e orts doivent souvent
rester secrets, ’ANSSI doit
former, informer, sensibiliser

- finalement, étre ouverte! -
pour assurer la sécurité des
organisations essentielles et
améliorer celle de I'’ensemble

de la société. C'est peut-étre sa
principale singularité. Mais notre
point commun est de travailler
sous l'autorité du Premier
ministre, pour protéger nos
concitoyens. 2020 sera I'occasion
d’une évolution, puisque la
sous-direction du Numérique
de I’ANSSI et le Centre de

transmissions gouvernemental
du SGDSN s’allieront pour
créer 'Opérateur des systéemes
d’information interministériels
classifiés (OSIIC). Lenjeu, c’est
de renforcer les synergies et

la lisibilité de nos actions. Ce
sont deux belles équipes qui
ont chacune une identité et un
fonctionnement propres. Je sais
gu’elles parviendront a construire
ensemble I'entité qui répondra
aux besoins croissants des
autorités de I'Etat en termes de
communications sécurisées.

G.P.: Laraison détre de ’ANSSI
est la sécurité numérique de la
nation, de nos concitoyens, de nos
opérateurs d’'importance vitale,
mais également économiques et
sociétaux. Son rattachement a la
Secrétaire générale est donc une
évidence et une force de notre
modele. Nous bénéficions

ainsi d’une réelle proximité
avec les plus hautes autorités

de I’Etat et d’une prise en
compte globale de I'ensemble
des questions de sécurité.
Qu'importent les di érences

de statuts, de parcours ou encore
de tenues vestimentaires, les
agents de '’ANSSI partagent avec
le reste du SGDSN une méme
volonté de mise a disposition

de leurs expertises au profit

de I'intérét général! ®
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Regards croisés sur les technologies et les usages

VOTE

LECTRONIQUE

Le vote électronique désigne selon les cas le recours a un

systéme de vote par Internet ou a une machine a voter. Nous
parlons ici de vote par Internet, que les francgais de I'étranger
peuvent mettre en ceuvre depuis 2012 dans le cadre des scrutins
Iégislatif et consulaire. Ce vote électronique évolue au gré des
technologies et de I'état de la menace. Sans jamais égaler les
propriétés d’un scrutin traditionnel, qui assure sincérité et anonymat
du vote d’'une maniére compréhensible par tous, il constitue
néanmoins une alternative interessante.

»

En juillet 2019, jai pris la tEte de la
direction des Fran ais de |@tranger
et de ladministration consulaire. Une
institution que je connais bien pour y
avoir @td directrice adjointe et cheffe
du service des Fran ais de | @tranger
(2013-2016). J ai donc pu accompagner
les d@ploiements du vote par Internet
pour les Fran ais de | @tranger, leur
donnant ainsi accts un exercice
citoyen absolument essentiel. Pour les
@lections Idgislatives de 2017 et en d@pit
des efforts fournis pour apporter toutes
les garanties de con ance, la solution
ne fut pas jug@e suf samment robuste
au regard de la menace observde et
nous avons donc renonc@ sa mise en
uvre. Un an plus tard, le prdsident de la
R@publique sengageait rendre possible
le vote par Internet pour les Fran ais de
[ @tranger pour les prochaines @lections
consulaires et I@gislatives. Nous avons
donc travailld avec nos partenaires
(ANSSI, CNIL, ministtre de | Int@rieur,
etc.) pour faire @voluer la solution
dans la perspective des @lections
consulaires de 2020. Testde grande
@chelle  deux reprises et notamment
en situation de crise, la solution a
@td homologu@e en janvier. Bien quil
sagisse d une proc@dure ddmatdrialisde,
| objectif reste d aller au plus prks des
conditions de vote traditionnelles en
apportant aux @lecteurs con ance
dans la solution et facilitd d accts.

Limplication de | ANSSI sur le vote
@lectronique n est pas nouvelle mais
sa nature est assez inhabituelle.
Laccompagnement «classique » de
l'agence (assistance technique, audits,
aide Ihomologation, etc.) se double
ici d une participation au bureau de
vote @lectronique. Ce dernier r@unit un
pr@sident membre du Conseil d tat,
des repr@sentants @lus des fran ais
de | @tranger, et des agents des
ministtres de | Europe et des Affaires
@trangtres, de | Int@rieur, et de

I ANSSI. Il veille garantir la con ance
dans le scrutin en conciliant les
enjeux de transparence vis- -vis des
@lecteurs et de s@curitd du systkme.
En tant que sous-directeur Expertise,
jy ai repr@sentd | agence en 2017

et 2020 pour y partager notamment
des @Igments d apprdciation de la
menace. |approche des Idgislatives
de 2017, celle-ci @tait accrue et sen
pr@munir n@cessitait de renforcer
signi cativement la s@curit@ du
systtme en temps trk.s contraints.

En s appuyant sur un processus
coll@gial incluant le bureau de vote
@lectronique, | ex@cutif a donc d@cidd
dy renoncer. Depuis, nous sommes
tourn@s vers les consulaires de

2020 et nous avons pu apporter au
systtme de vote les garanties de

con ance attendues et | @prouver
lors de tests grandeur nature.

VY

Directrice des Fran ais de | gtranger
et de | administration consulaire, ministtre de
| Europe et des A aires ftrangtres

VY

Sous-directeur Expertise,
ANSSI

Au d@but des ann@es 2000, le vote
@lectronique est devenu un sujet

la mode. En la matitre, le paralltle
fait entre les proprigtds du vote
papier et celles du vote @lectronique
constitue le point de d@part de
nombreuses r@ exions. D un point

de vue purement acad@mique, on
considtre le probltme r@solu puisque
des proc@d@s cryptographiques
permettent d aboutir un «vote
universellement v@ri able». Cela

signi e que chaque @tape du scrutin
est v@ri able par et pour tout le
monde. Mais si lhomme de | art

le comprend, comment assurer

aux citoyennes et citoyens quils

s expriment secrktement et qu en
mEme temps, il est possible de v@ri er
chaque @tape du scrutin ? Cest | tout
le paradoxe ! Cons@quence directe,
on passe 80 % de notre temps non
pas sur la cryptographie mais sur
lidenti cation car, «dans la vraie vie »,
les votants n ont pas de cl@ publique
pour sidenti er. D autres moyens sont
donc d@velopp@s or, plus on apporte
de moyens de v@ri cation aux votants,
plus on s expose aux suspicions

et on alourdit le systtme. Si lon
dispose un jour d un titre d identit@
num@rique, cela rkglerait une partie
signi cative du probltme.

VY

Directeur du d@partement d informatique
de | ENS et membre du conseil
scienti que de | ANSSI

BLOCKCHAIN

La blockchain, popularisée par la crypto-monnaie
Bitcoin, est une technologie permettant a un
@ ensemble d’acteurs de réaliser des transactions
5 selon un mode de gestion collaborative. En se
— passant de tiers de confiance, la progression
de cet usage fait naitre diverses interrogations
sur ses applications possibles, la cybersécurité,
I'identité des contributeurs et la pérennité
méme de cette solution.

Les blockchains dites «ouvertes» sont aujourd hui les plus connues. Leur s@curit@ repose sur un
principe de «consensus» qui permet aux acteurs honnCtes de contr ler la cha ne sils posst.dent

la majorit@ de la puissance de calcul. L@volution future de cette puissance et de sa r@partition est

dif cile @valuer. Dans les blockchains « ferm@es», ne contribue pas qui veut. Cela constitue un gage
de s@curitd, mais ce fonctionnement les apparente des bases de donn@es distribu@es classiques. Si
elles peuvent trouver leurs usages, comment garantir la v@racit@ des informations qui sy trouvent?

VY

Chef adjoint de la division Scienti que et technique

ALGORITHMES DE
CRYPTOGRAPHIE
POST QUANTIQUE

En cryptologie, on part de 'hypothése que I'on ne
connait pas les capacités de I'adversaire. On lui
|||Dnulﬂlgﬂ préte donc, par prudence, des capacités qu’il n’a

\ peut-étre pas. C’est ce qui se passe pour I'éventuelle
apparition d’un ordinateur quantique universel. La
question n’est pas de savoir si une telle machine
a des chances de voir le jour, mais bien de ne pas

ignorer cette possibilité et de s’y préparer.

Anticiper | arrivde possible de | ordinateur quantique universel nous place devant le dg de
mettre au point de nouvelles m@thodes de protection des communications dites quantum-
safe, ridsistant aux attaques d une telle machine. La communaut@ acad@mique internationale se
mobilise dans cet objectif, notamment dans le cadre de la comp@tition organis@e par le NIST.
Sil faudra plusieurs ann@es ces nouveaux m@canismes pour atteindre un niveau de maturitd
comparable aux algorithmes actuels, nous pensons | ANSSI que dans lint@drim, la bonne voie
consiste en la combinaison de m@canismes @prouv@s avec les candidats quantum-safe.

VY

Chef adjoint de la division Scienti que et technique
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ANSSI
1IN action:

looking back
on 2019

From the celebration of its 10th anniversary
to the success of the first edition of Blue OLEX,
the European Union (EU)'s new cyber crisis
management framework, 2019 has been a
particularly rich and intense year for the French
National Cybersecurity Agency (ANSSI).

This review provides an insight into ANSSI’s
role, as a leader and technical adviser to
ministerial partners; to better understand and
respond to cyber threats, to educate and raise
younger generations' awareness of digital
risks, to contribute to European sovereignty,
and to strengthen stability in cyberspace.

o celebrate the

important milestone

of its 10th anniversary

in 2019, ANSSI

organised a one-

off Cyber Festival
in June, which brought together the
main stakeholders of the French cyber
security ecosystem. In addition to
looking back over ten years of ANSSI
action, this festive and open event also
gave participants the opportunity to
further discuss the role of ANSSI in the
coming years, and better ways to build
tomorrow's digital trust, together.

The collaborative reflection of the
Cyber Festival had been conceived as
an early stage of the broader ANSSI10+
initiative, which is designed to define
the agency's new strategy, visions and
priorities. A er a few months of further
workshops, ANSSI published its vision
in its Manifesto, for the ANSSI of the next
ten years. The new strategic directions
described in the manifesto will guide
ANSSI's actions for the coming years.

European cooperation

ANSSI has always worked closely with
counterparts around the world to secure
cyber space. In the past year, the agency
has been more involved than ever at
the EU level, in coordination with its
European partners, such as Germany
and the Netherlands (see interview with

Patricia Zorko, available in French, p. 23).

Its contribution to promoting European
sovereignty and its commitment to
strengthening cybersecurity within

EU institutions are substantial.

CYBERSECURITY ACT

On 7 June 2019, the Council of Europe
adopted the European Cybersecurity
Act. This regulation, which is a real
step forward for European strategic
autonomy, has two main objectives:
firstly, it grants a permanent mandate
to the EU Cybersecurity Agency
(ENISA), more resources and new tasks;
and secondly, it creates a European
cybersecurity certification framework,
essential to reinforce the security of
the European digital single market.

Introduction

Guillaume Poupard, directy

général de 'ANSSI

The Cybersecurity Act had been “Cyber Festival
s oo e a day
' which embodied

certifying security products and services, S
ANSSI contributed significantly to the my VvISsIiOon for

adoption of this new regulation in 2019. the agency_”

CYBERSECURITY OF FIFTH GUILLAUME POUPARD
GENERATION NETWORKS Director-General of ANSSI

Fi h Generation (5G) networks are
cutting-edge wireless technologies. They
will do more than simply o er faster
communications: in our increasingly
integrated digitised economies and
societies, many critical sectors will

be significantly impacted, including
transport, energy, and health. Ensuring
the security of 5G networks is therefore
essential. EU member states have
identified security challenges associated
with this innovative technology.

In 2019, ANSSI was particularly involved
in the European works, which consisted
of a EU-coordinated 5G networks risk
assessment and threat analysis. Those
formative works led to the development
of the EU 5G Toolbox on Cybersecurity,
which was launched in January 2020.
This joint toolbox, which is a set of
mitigation measures designed to help
EU member states address security risks
related to the roll-out of 5G, contributes
significantly to European sovereignty.

N
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ANSSI in action: looking back on 2019

“We are very

happy that we

can continue

this tradition
established by
our French friends
and organise

the next edition

of Blue OLEX.”

PATRICIA ZORKO

Deputy National Coordinator

for Security and Counter-terrorism,
The Netherlands

BLUE OLEx 2019
In 2017, the European Commission

adopted a recommendation regarding the

operational level of the European cyber
crisis response framework, also known
as Blueprint. This recommendation
proposed that EU member states and
relevant European institutions agree on
European cooperation and exchange

procedures for the management of major

incidents and cyber crises. Three levels
of crisis management were identified:
political, operational, and technical.

These resolutions led France and Spain,
supported by many EU member states,
to establish Blue OLEX. This new joint
initiative, set up as part of the Network
of Information Security Directive (NIS)
Cooperation Group, was designed to
bring together the main stakeholders for
a high-level cyber crisis exercise. France
hosted the first edition of Blue OLEx on
2 and 3 June 2019. The operational level
of the EU cyber crisis framework,
represented by heads of the national
cybersecurity authorities of 23 EU
member states, ENISA and the European
Commission, gathered in Paris for a
table-top exercise. Besides identifying
our strengths, weaknesses and areas of
improvement in a cyber-related crisis
situation, this high-level gathering has
shown that, in the area of cybersecurity,
voluntary cooperation amongst
countries and anticipation are critical.
In 2020, the second edition of Blue
OLEXx is organised by the Netherlands.

CSIRTS NETWORK
Cooperation amongst the members
of the CSIRTs network has soared in

maturity with the organisation by ENISA,

in May 2019, of the CSIRTs Network's
second excercise, CyberSOPEx2019.
The objective of this cyber exercise
was to test cooperation between the
network members during large-scale
attacks. Once again, it proved that the
high levels of trust and cooperation
that exist between the countries are
crucial in addressing such attacks.

“CYBERMOI/S” AND THE EUROPEAN

CYBERSECURITY CHALLENGE

For several years, France has

been taking part in the European
Cybersecurity Month (ECSM), the
EU’s annual awareness campaign
coordinated by ENISA in October.

In France, the campain is led by
ANSSI, which in 2019 chose to name
it “Cybermoi/s”. During the whole
month, administrations, associations
and stakeholders involved in raising
awareness of cybersecurity organised
events and activities across the
country in order to help citizens
understand cybersecurity issues.

As part of ECSM, ENISA also
coordinated the European
Cybersecurity Challenge (ECSC). This
initiative was designed to enhance
cybersecurity talent in Europe and
connect high-potential individuals
with industry-leading organisations.
The fourth edition of ECSC took
place in Bucharest (Romania) in
2019. This was the second time that
Team France took part, and the
team - led by ANSSI once again and
composed of 10 players between the
ages of 17 and 25 — had been well
trained and mentored beforehand.
In 2020, ANSSI will again participate
in these two European initiatives
which contribute so much to
promote European values.

DIGITAL RISK MANAGEMENT

In the coming years, ANSSI
participated, for the first time, in

the FERMA Forum, the European
Risk Management Forum which took
place in Berlin. In partnership with
the French Association for Corporate
Risks and Insurance Management
(AMRAE), ANSSI launched at FERMA
a 15-step guide to help managers

of private and public organisations
of all sizes in the building of a
digital risk management policy.

With this guide, France strives

to share its experiences and expertise

in digital risk management at the
European level. ANSSI and AMRAE
plead for sharing common principles
that will facilitate the coordination
of EU member states faced with
current and future threats.

International
cooperation

Internationally, ANSSI actively
promotes peace and stability

in cyber space, as these values

are key concerns of the agency

and its ministerial partners.
Knowledge of threat is also shared
with trusted partners. Trust and
cooperation are not catchwords, they
are commitments which sometimes
go beyond information sharing and

lead to joint cyberdefence operations.

PARIS CALL FOR TRUST AND
SECURITY IN CYBERSPACE

On 18 November 2018, during the
Internet Governance Forum held at
UNESCO and the Paris Peace Forum,
President Emmanuel Macron launched
the Paris Call for Trust and Security
in Cyberspace. This Call invited
states, organisations, civil society,

and private stakeholders to mobilise
for peace, stability, and security in
cyber space. This initiative, supported
by over 500 entities, is based on nine
principles — including the protection
of individuals and insfrastructure,
protection of the Internet, and the
defence of intellectual property —,
which ANSSI has worked continuously
to promote across the world. In line
with the Paris Call, the Organisation
for Economic Co-operation and

“l strive to instill
a virtuous cycle
of trust with our
peers and our
main partners:
we are stronger
together.”

SAAD KADHI
Head of Cert-EU

Representatives of EU member states gathered in
Paris for the first edition of Blue OLEX.

@
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ANSSI in action: looking back on 2019

OPERATIONAL
FIGURES*

2,296

reports

370

incidents

4

9

major incidents

16

cyberdefence operations

* Number of interventions
carried out by ANSSI in 2019.

Development (OECD) held
the Global Forum on Digital Security
for Prosperity in November 2019.
Henri Verdier, French Ambassador for
Digital A airs, and Guillaume Poupard,
Director-General of ANSSI, took
part in this event and presented the
French vision for putting an end to the
development of a "digital Far West".
Alongside the French Ministry for Europe
and Foreign A airs, ANSSI, leveraging
its expertise, plays a crucial role in the
promotion and implementation of
the Paris Call principles and values.

Threat
analysis

By its very nature, ANSSI is open

to the cybersecurity ecosystem. To
fulfill its vision, the agency, through
CERT-FR, publishes analysis reports,
both in French and in English. In
2019, ANSSI continued to share its
expertise and developed partnerships
with French administrations beyond
this ecosystem. These partnerships
enable the agency to deepen its
knowledge of threat and to be both
more resilient and more e cient.

In 2019, three trends have been observed

by ANSSI Operations Department
in the cyber threat landscape.

* Ransomware: the number of
ransomware attacks was particularly
high in 2019. They were aimed

at both companies and public
organisations. These attacks can
have serious consequences on
information systems and have a
long-lasting impact. Health, media,
food industry... No sector is spared.

* Espionage: in 2019, espionage
operations continued on an upward
trend. For attackers, the main
motivations are the search for strategic
information, foreign and defence
policies, access to industrial information
and trade secrets of organisations,

and the of personal data.

» Supply chain attack: these attacks
increased considerably in 2019.

They consist of taking advantage

of trusting relationships between
partners. Cybercriminals infiltrate the
organisations or companies systems
through their providers (digital service
companies, service providers, Internet,
outsourcing companies, etc.).

Guillaume
Poupard

Director General
French Cybersecurity A

ANSSI

y AQ

INTER-MINISTERIAL COOPERATION

Following the Strategic Review

of Cyberdefence, a Cyber Crisis

Coordination Centre (C4) was

established in 2018. C4 was particularly

dynamic in 2019. This inter-ministerial
mechanism for threat analysis,
preparedness, and coordination

was designed to bring together

all of the concerned stakeholders.

It is composed of two levels:

« strategic (C4 STRAT). Presided over
by the Secretary-General for Defence
and National Security, C4 STRAT
is in charge of facilitating the
preparation of the State's response
options and strengthening France's
position internationally.

* technical-operational (C4 TECHOPS).
The mission of C4 TECHOPS is
to ensure information sharing.

JUDICIAL COOPERATION
In 2019, ANSSI worked closely with
the Paris Public Prosecutor's office in

which a cyber unit has been established.

Since 2016, the Paris Public Prosecutor
has had national powers regarding
cybercrime. Thanks to ANSSI's
expertise, it is more responsive and
more efficient in its investigations.
The well-known cyber attack NotPetya
was the turning point in cooperation
between the two administrations.

This case is still under investigation

at an international level. Within

the framework of this investigation,
ANSSI supports the Paris Public
Prosecutor in its collaboration

with the EU Agency for Criminal
Justice Cooperation (EUROJUST).

Human values

ANSSI is a dynamic and agile
organisation, thanks to its wide

range of profiles and expertise.
Openness, agility and internally-shared
skills are core values within the
agency, which continues to engage

more and more new discussions and
partnerships. While openness beyond
the ecosystem is important, listening

HENRI VERDIER

French Ambassador for Digital A airs

“France is fully committed
to advocating for a free,
neutral, open, secure,

and unique digital space.”

Thanks to its principles of openness, transparency

and cooperation, the digital revolution has been the

greatest accelerator of economic, social and democratic
innovation in history. The Internet is undoubtedly one of the
greatest innovations the world has ever seen. Nowadays,
however, for various reasons — cybercrime, propaganda,
manipulation of information, etc. — many stakeholders are
trying to use it as a tool to weaken our democracies.

France has always been dedicated to protecting fundamental
rights, access to knowledge and culture, and fostering artistic
and cultural creation. French digital diplomacy is based on
five issues: technological innovation; security (cybersecurity
and protection against harmful content); Internet governance;
economic diplomacy; and promotion of our democratic values.
Our vision is clear: we are fully commited to advocating for

a free, neutral, open, secure, and unique digital space. Our
fellow citizens should, at a minimum, have access to basic
technologies and secure social media without being exposed
to hate. As French Ambassador for Digital Affairs, my mission
is to promote this vision across the world: in multilateral fora, and
in bilateral dialogues. The French Ministry for Europe and Foreign
Affairs provide all diplomatic means available to support this.
France has also launched new initiatives such as the
Christchurch Call, or the Paris Call for Trust and Security

in Cyberspace. This Call, aimed at promoting peace and
stability in cyber space, has been drafted hand in hand

with ANSSI, which is a valuable partner in all cybersecurity
matters, including on the UN discussions on the stability of
cyber space. Together, with ANSSI, we are fully dedicated to
promoting France's vision in Europe, and around the world. e
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ANSSI in action: looking back on 2019

and disseminating knowledge are
even more so: to strengthen these,
ANSSI launched or took part in
several initiatives during 2019
to enable passing on skills and
knowledge, listening, and sharing.

PASSING ON

In our increasingly digitalised
economies and societies, raising
younger generations' awareness

of digital risks is crucial. ANSSI is
firmly committed to strenghtening
cybersecurity instruction from the
earliest age, and to nurturing vocations.
ANSSI, in partnership with the French
Ministry for Education and Youth, has
designed a roadmap to fulfil these
commitments. The agency is working
on the development of resources to
support cybersecurity education in
schools and its expertise is called

upon by educational publishers.
ANSSI is also involved in Service
National Universel (SNU), a one-
month compulsory service programme,
coordinated by the Ministry of Armed
Forces, for all French citizens aged

15 to 17. The agency developed

a large part of the cybersecurity
programme delivered as part of

the SNU, which is addressed from

the standpoint of best practices.

LISTENING

2019 has been a milestone for ANSSI
in many fields. Besides celebrating
its anniversary and taking part
increasingly in international outreach,
the agency opened a new chapter in
scientific research and into the social
e ects linked to digitalisation.

In February 2019, a Scientific council
composing 12 leading scientists

was established. The mission of this
team of experts is in particular to

“Skills, openness
and agility are
ANSSI's core
values. They
underpin our
strategy.”

ANSSI’S MANIFESTO

support the agency in anticipating
the major challenges in digital
security, and to advise on research
topics. Once again, ANSSI fulfils its
vision of openness and listening.

A scientific activity report detailing
the projects carried out by ANSSI

had been provided to the members
of the scientific council and led them
to make a dozen recommandations.
They suggested in particular to:
promote transversal projects between
the seven laboratories of the scientific
and technical department; update
ANSSI's technology roadmap; and
better communicate on the agency's
active participation in research.

Agora 41 may sound like a code word,
but it is actually the name of an
ANSSI initiative. Agora 41 is a focus
group composed of 41 members from
di erent sectors, which was designed
to initiate and feed comprehensive
discussions on non-technical but
digital security-related topics. The
members share and develop their
thoughts within five working groups:
collective imagination, regulation,
talents, “cyber-me”, and ecosystem.

SHARING

Sharing is part of ANSSI's DNA. The
agency, which is one of the French
administration’s biggest contributors to
Open Source, has always taken part in
Open Source projects and is committed to
continuing in that direction. This approach
facilitates knowledge and solutions sharing
and ensures that ANSSI benefits from

and contributes to the broader Open
Source community. ANSSI's expertise

and values also spread outside France.

At the European level, the agency

is involved in the EU research and
innovation programme, Horizon

2020, through its participation in

two consortia: REASSURE and SPARTA.

REASSURE: from 2017 to 2020, this
consortium, composed of stakeholders
from five EU member states, was notably
designed to improve the e ciency and
quality of all aspects of certification;

to deliver tools to stakeholders; and

to improve existing standards.

SPARTA: alongside 43 stakeholders from
14 EU member states, ANSSI is involved
in the development of this new European
network of skills in cybersecurity research
and innovation. This three-year project

is led by French Alternatives Energie

and the Atomic Energy Commission.
Inria, Institut Mines-Télécom, Thales and
YesWeHack are the main French players
taking part in the consortium which has
been launched in February 2019. Through
a wide range of activities, SPARTA's
objective is to re-imagine the way that
cybersecurity research, innovation, and
training are performed in Europe, both

in academia and in industry. Thanks to
the sharing of expertise and skills, this
initiative contributes to strengthening
European technological sovereignty. e
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GUILLAUME POUPARD

Director-General of ANSSI

The year 2019 was a milestone in many
fields for ANSSI, not only nationally, but also
at the European and international levels.

We are proud of what we have accomplished over
the years, and we are determined to continue

in the same direction. It is also a great privilege
for me to work in a such dynamic environment,
and with the extraordinary people who make

up the agency. It is no exaggeration to say that
without the exceptional levels of professionalism,
expertise and dedication which these employees
bring to their missions, day in and day out, we
would not be in our current position of strength.

Netherless, we must remain vigilant. The path
ahead is strewn with potential ambushes: current
and upcoming challenges are tremendous and
oblige us to be more demanding with ourselves,
and to be more efficient and proactive. The
years 2020 and ahead are no exception.

As our societies and economies become

more and more digitalised, digital security and
economic, political, and societal concerns are
converging. The great advantages brought by
digitalisation render all the more critical the need
to adress threats that might affect it; and these
threats are very real and cannot be ignored.

In Europe, considerable progress has been
collectively achieved to strengthen our digital
sovereignty. However, the efforts made to adopt
the Cybersecurity Act and to develop the EU
5G Toolbox need to be continued. There is,

of course, still much more work to be done.

With the beginning of the new European
legislature, 2020 is also a challenging year

for the EU: the growth of cyber threat remains
a key concern for the EU institutions and the
member states, and the challenges ahead show
us that, more than ever, collective action, trust
and cooperation amongst stakeholders play a
significant role. In this context, as we strive to
build a common European ambition, experience
sharing and networking are crucial. Blue OLEx
was a good example of high-level European
cooperation on cyber issues. Together, with all
European stakeholders, we have to renew our
efforts in support of full European sovereignty.

It is fundamental that we reassert and
promote, on the international stage, the
European values which are so important
to us. Peace, security, and stability of and
within cyber space are not empty words,
they have to be translated into action.

France is committed to promoting peace

and stability in cyber space. To achieve

this in what is a new and evolving field will
require the establishment of new rules of
responsible conduct for states, within the
framework of existing international law. As
part of multilateral fora, and more particularly
in UN negotiations, ANSSI works continuously
with all the concerned stakeholders and
ministerial partners to this end. Indeed,
ANSSI is deeply convinced that it is only
through cooperation and coordination

that we will be able to further our objective

of a peaceful and stable cyber space.
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Guides

Publications scientifiques

e Exigences de sécurité
matérielles, guide technique

e Maitrise du risque numérique
— L'atout confiance, guide, en
partenariat avec 'AMRAE £

e Recommandations de
sécurité relatives & un systeme
GNU/Linux, guide technique

e Recommandations pour une
utilisation sécurisée de Zed!,
guide technique

e Recommandations relatives
a l'interconnexion d'un
systéme d'information a
Internet, guide technique

e Sécurité numérique —
Bonnes pratiques a l'usage
des directeurs et directrices
de campagne, guide

® Sécurité numérique —

Bonnes pratiques a l'usage des
- T

participants au G7, guide

® Sécurité numérique — Bonnes

pratiques a l'usage des

professionnels en déplacement,

2.

guide g

Division Scientifique
et technique

@ |A et cybersécurité : une boucle
émergente de rétroactions,

G. Hermann, Revue Défense
Nationale, numéro 821, juin 2019

1.1 Laboratoire architecture
matérielle et logicielle (LAM)

@ Overview of Fuchsia, a new
operating system, M. Salaiin,
Embedded Recipes 2019

® Sécurité de Debian Buster,
Y.-A. Perez, MISC, numéro 102,
mars 2019

® CLIPS OS: un systeme
d’exploitation durci open-source,
T. Ravier, Journées nationales du
GDR Sécurité informatique €

e Hardware and software
security research at ANSSI: two
case studies, Y.-A. Perez, SILM
Workshop €

1.2 Laboratoire cryptologie (LCR)

® Aggregate Cash Systems:

A Cryptographic Investigation of
Mimblewimble, G. Fuchsbauer,
M. Orru, Y. Seurin, EUROCRYPT
2019, pp. 657-689

e An Efficient and Provable
Masked Implementation of
gTESLA, F. Gérard, M. Rossi,
conférence CARDIS 2019

® Assessment of the Key-Reuse
Resistance of NewHope, A. Bauer.
H. Gilbert, G. Renault, M. Rossi,
CT-RSA 2019, pp. 272-292

e Computing isomorphisms

and embeddings of finite fields,

L. Brieulle, L. De Feo, J. Doliskani,
J.-P. Flori, E. Schost, Mathematics
of Computation, vol. 88,

pp. 1391-1426

e Cryptanalysis of NORX v2.0,
C. Chaigneau, T. Fuhr, J. Jean,
H. Gilbert, J.-R. Reinhard,
Journal of Cryptology, vol. 32(4)

® GALATICS : Gaussian
Sampling for Lattice-Based
Constant-Time Implementation
of Cryptographic Signatures,
Revisited, G. Barthe, S. Belaid,

T. Espitau, P-A. Fouque, M. Rossi,
M. Tibouchi, ACM CCS 2019

e Harder-Narasimhan theory for
linear codes (with an appendix
on Riemann-Roch theory),

H. Randriambololona, Journal

of Pure and Applied Algebra 223
(2019) n°7 2997-3030

e Simple Schnorr Multi-
Signatures with Applications to
Bitcoin, G. Maxwell, A. Poelstra,
Y. Seurin, P. Wuille, Designs,
Codes and Cryptography, vol. 87
(9), 2019

e Standard lattices of compatibly
embedded finite fields, L. De Feo,
H. Randriam, E. Rousseau,
Proceedings of ISSAC 2019
(Beijing, July 15-18, 2019) ACM
pp. 122-130

e The quadratic hull of a
code and the geometric view
on multiplication algorithms,
H. Randriambololona, CORR
abs/1912.06627

Bibliographie

2019

e Two notions of differential
equivalence on Shoxes,

C. Boura, A. Canteaut, J. Jean,
V. Suder, Designs, Codes and
Cryptography, Springer 2019,
pp 185-202

e Multi-Signatures for
Blockchains, Y. Seurin,
présentation invitée a la journée
Blockchain du LINCS €

1.3 Laboratoire exploration et
recherche en détection (LED)

e AutoFeatures : Knowledge-
Driven Automatic Feature
Engineering for Detection
Systems, P. Collet, A. Beaugnon,
C&ESAR 2019

e |dentifying and Characterizing
ZMap Scans : a Cryptanalytic
Approach, J. Mazel, R. Strullu,
ArXiv

@ |P and TCP Flow Reassembly
Testing: From RFC to Pcap,
P._Chifflier, SURICON 2019

® Memory forensics analysis of
I0S XR, S. Jacob, Hack.lu 2019

e Scapy-flow: creating test data
for parsers/signatures/metadata,
P. Chifflier, SURICON 2019

® Rust : Towards Better Code
Security, Présentation au GT
Sécurité des Systemes, des
Logiciels et des Réseaux du GDR
Sécurité informatique €

1.4 Laboratoire réseau,
protocoles et preuves (LRP)

® BUS CAN — Se lancer dans
I'analyse des communications
de votre véhicule, S. Mainand,
MISC hors-série numéro 19,
février 2019

1.5 Laboratoire sécurité des
composants (LSC)

e Algorithmic Approaches to
Defeat Side Channel Analysis,
E. Prouff, conférence invitée
au Boole-an Functions and
Applications (BFA) 2019,
Florence, Italie

e Deep Learning to Evaluate
Secure RSA Implementations,

M. Carbonne, V. Conin,

M.-A. Cornélie, F. Dassance,

G. Dufresne, C. Dumas, E. Prouff,
A. Venelli, TCHES 2019

e Evaluating the Security of
Implementations Against Side
Channel Attacks, E. Prouff,
conférence invitée au Summer
School on Real-World Crypto and
Privacy, Sibenik, Croatie

e Fault Injection Characterization
on modern CPUs — From the

ISA to the Micro-Architecture,

T Trouchkine, G. Bouffard,

J. Clédiere, WISTP 2019

e Gradient Visualization for
General Characterisation in
Profiling Attacks, L. Masure,
C. Dumas, E. Prouff, COSADE
2019

e |ower and Upper bounds on
the Randomness Complexity of
Private Computations of AND,
E. Kushilevitz, R. Ostrovsky,

E. Prouff, A. Rosen, A. Thillard,
D. Vergnaud, TCC 2019

e Monomial Evaluation of
Polynomial Functions Protected
by Threshold Implementations,
S. Landry, Y. Linge, E. Prouff,
WISTP 2019

e Certification and loT,
G. Bouffard, JAIF 2019, 23 mai
2019 [talk invité] @

o How modern System-on-Chips
are vulnerable to fault attacks?,

T. Trouchkine, S. K. Bukasa,

M. Escouteloup, R. Lashermes,

G. Bouffard, JAIF 2019, 23 mai
2019 [talk invité] €

e Security in modern CPU,
G. Bouffard, Workshop SILM,
21 novembre 2019 [tutoriel] €

1.6 Laboratoire de la sécurité des
technologies sans-fil (LSF)

e Agressions Electromagnétiques

et Forensics, J. Lopes-Esteves,
CoRi&In 2019, Lille, France

® A LoRaWAN security
Assessment Test Bench,

T Claverie, J. Lopes-Esteves,
Conférence European GNU
Radio days 2019, Besancon,
France

e Analysis of Soft Faults induced
by IEMI for Elementary Functions
and Complex Electronics,

J. Lopes-Esteves, E. Cottais,

C. Kasmi, Conférence URSI
AP-RASC 2019, New Dehli, Inde

e Covert Information Embedding
in Remote Targets with HPEM,

J. Lopes-Esteves, E. Cottais,
ASIAEM 2019, Xian, Chine

e Electromagnetic Watermarking:
exploiting IEMI effects for forensic
tracking of UAVs, J. Lopes-
Esteves EMC Europe 2019,
Barcelone, Espagne

® Reducing Complexity of
EMC Testing: Improvements

for Radiated Experiments using
Stochastic Collocation and
Bootstrap, J. Lopes-Esteves,

C. Kasmi, S. Lalléchere,

S. Girard, P. Bonnet, F. Paladian,
L.-O. Frichte, chapitre de
I'ouvrage Uncertainty Modeling for
Engineering Applications,

pp. 119-134, Springer,

ISBN 978-3-030-04869-3

e Second Order Soft Tempest:
from Cascaded Electromagnetic
Interactions to Long Haul Covert
Channels, J. Lopes-Esteves,

E. Cottais, C. Kasmi, Conférence
URSI AP-RASC 2019, New Dehli,
Inde

e Watermarking
Electromagnétique de Drones,
J. Lopes-Esteves, Conférence
SSTIC 2019, Rennes, France

e Estimation statistique de
couplages au sein de chassis
d'équipements électroniques,

V. Houchouas, E. Cottais,

J. Lopes-Esteves, M. Hélier,

M. Darces, Y. Chatelon, GT5 GDR
Ondes (CNRS), Paris, France

e Exemples d'interactions entre
CEM et SSI, J. Lopes-Esteves,
conférence invitée au GT5 GDR
Ondes (CNRS), Paris, France

@ Interactions électromagnétiques
et sécurité de l'information,

J. Lopes-Esteves, Conférence
pléniére du GDR Ondes,
Gif-Sur-Yvette, France

1.7 Publications communes
entre plusieurs laboratoires

e Deep Learning for Side-
Channel Analysis and Introduction
to ASCAD Database, R. Benadijila,
E. Cagli, C. Dumas, E. Prouff,

R. Strullu, JCEN 2019 [LED et
LSC]

@ Journey to a RTE-free X.509
parser, A. Ebalard, P. Mouy,

R. Benadjila, Conférence SSTIC
2019 [LAM, LRP et LSC]

@ LEIA : The Lab Embedded
ISO7816 Analyzer. A Custom
Smartcard Reader for the
ChipWhisperer, D. El-Baze,

M. Renard, P. Trébuchet,

R. Benadijila, Conférence SSTIC
2019 [LSC et LAM]

® \WooKey: Designing a Trusted
and Efficient USB Device,

R. Benadijila, A. Michelizza,

M. Renard, P. Thierry, P. Trébuchet,
ACSAC 2019, San Juan, Puerto
Rico [LAM et LSC]

Sous-direction Opérations

e Designed by geniuses,
implemented by morons : an
analysis of nation state APT
doctrines during geopolitical
conflicts, S. Lefranc et V. Diaz,
SAS 2019

e Active Directory forensics with
replication metadata, CoRIIN
2019, FIRST 2019, BSIDES
2019

® Analyse du systeme
d’administration a distance des
serveurs Dell dénommé iDRAC,
N. looss, SSTIC 2019

e Audit des stratégies de groupe
dans les audits Active Directory,
A. Bordes, SSTIC 2019

Rapports sur les
menaces et incidents

e Informations concernant
les rangongiciels LockerGoga
et Ryuk, 26 mars 2019

® Campagne de récupération
d’identifiants de connexion:
infrastructure malveillante
ciblant des institutions
gouvernementales et des
entités stratégiques,

2 septembre 2019 %

® Supply chain attacks :
menaces sur les prestataires de
service et les bureaux d'études,
7 octobre 2019 £

e Synthese sur le rancongiciel
BITPAYMER/IENCRYPT,
21 octobre 2019 £fx

e Etat de la menace liée aux
botnets, 4 novembre 2019

e |nformations concernant
le rancongiciel Clop,
22 novembre 2019

Autres publications

e Rapport annuel 2018 £

e Magazine interne,
deux numéros

£ également disponibl lai
g ég ponible en anglais
@ : communications invitées

Noms soulignés: personnes rattachées
a'ANSSI au moment de la publication
ou de la soumission de larticle
scientifique.
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